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Purdue Model |levels 0-2 currently lack cyber protections leaving process control systems
vulnerable when an attack penetrates into the operational technology (OT) space

, , What Current IT Protections Do (IDS/IDP/Firewalls)
IT — Business & Enterprise Zone

e Stop entry based on known exploits and rules, not on Zero
Level 4 Day attacks

e Forewarn that an event might occur

H H o" ” H
(T/OT Gateway *  Monitor network looking for “abnormal” behavior

e Provide Data to what has happened at the network level (not
oT specific to equipment)

Level 3 Plant production, operations &
control

The Gap - OT Protections

Level 2 Area & supervisory control

(HMI, data historian, DCS) e Clearly understand an attack is underway and stop it from

occurring - real time

Safet _
Level 1 instr:r:e‘rl\ted RG] o
systems devices (PLCs) * Detect attacks no matter how they are being initiated (no

need for prior pattern)
Process 1/0 devices

Level 0 (valves, pumps, sensors, * Provide detailed, specific forensic data for post event analysis

compressors)

* Protect against, Zero Days, Supply Chain Attacks, Insider
Purdue ICS Cyber Model Attacks, ransomware, etc.
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Protection: IT Security without OT Security isn’t Security O MSI

Protection from Cyber Attacks

Collect Monitor
system data for post critical processes and
event forensic analysis function at levels 0, 1 & 2

IT/OT gateway

' protec
Q ..............

Correct Detect

process to normal/safe operating
state (user guided or automatically)

illogical system behavior given known
operating state (cyber attack or fault)

Inform

system operator (HMI),
maintenance, cyber response team

Purdue ICS cyber model
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